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Abstract.
In this paper we investigate on detecting opinion spammer groups through analyzing how users interact with each other.
More specifically, our approaches are based on 1) discovering strong vs. weak implicit communities by mining user interaction
patterns, and 2) revealing positive vs. negative communities through sentiment analysis on user interactions. Through extensive
experiments over various datasets collected from Amazon, we found that the discovered strong, positive communities are
significantly more likely to be opinion spammer groups than other communities. Interestingly, while our approach focused
mainly on the characteristics of user interactions, it is comparable to the state of the art content-based classifier that mainly uses
various content-based features extracted from user reviews. More importantly, we argue that our approach can be more robust
than the latter in that if spammers superficially alter their review contents, our approach can still reliably identify them while
the content-based approaches may fail.
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1. Introduction
In recent years there has been a rapid and growing interest in opinion spamming [1–7]. Opinion
spamming refers to malicious activities that aim to influence normal users’ decisionmaking for profit.
While a number of methods have been proposed to detect opinion spams, most of them focus primarily
on developing pure content-based classifiers [1–4, 8]. The basic idea behind these approaches is to detect
opinion spams through the analysis of review contents. These content-based classifiers can be limited for
several reasons. First, content-based classifiers tend to be domain specific. A spam classifier designed for
one domain (e.g., travel reviews) is often hard to be applied to another domain (e.g., book reviews) [1].
Second, spammers can easily manipulate review contents to avoid detection. For example, if duplicated
text reviews are considered to be spams, spammers may simply paraphrase the contents. Third, while
most content-based classifiers generally require ground truth labels for training, it is often hard to obtain
for real world datasets. Some prior research used human experts to manually label data. However, given
its high cost, it is impractical to do so reliably for large-scale datasets.
*

Corresponding author. E-mail: echoo@hbku.edu.qa

0926-227X/18/$35.00 c 2018 – IOS Press and the authors. All rights reserved

